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Analyze basic information of email. 
Revised: 2019-12-25 
 
The more you try to learn about how and why email is classified as SPAM or why it doesn't 
reach the recipient, the clearer it becomes that you can't set up a simple instruction on how 
to analyze specific email -mail. Marking can be done both in the sender and in the recipient's 
system as well as in all the servers through which the message passes. This means that many 
systems and thus actors / suppliers are involved. So, finding the cause of a problem only 
within Microsoft feels like you are delimiting yourself too much. The information (the 
Internet head) that ultimately determines how the message is to be handled has been 
updated by several of the servers that have passed. It is important to keep in mind when it 
comes to the analysis phase. Therefore, see this as a way to describe how to technically 
access the information about the message that is interesting and then leave it to the viewer 
to draw their own conclusions from it. 
 
The method is used, for example 

 to determine if an e-mail has been sent from your own address when you can 
suspect that the account has been hijacked. 

 to find out if the format of the sender is such that it is not possible to block. 
 to determine if the email is Spam and therefore ends up in the Trash Can. 
 to determine if the sender's domain is "counterfeit", i.e. uses an address other than 

its own as the sender address. This may result in the message not reaching the 
recipient. 

 in order to generally check the details of the sender and other things about the 
message.  

 to determine if the e-mail was produced by spammers, making it harder to fix. The 
usual functions for latches will then not work but you must apply rules. Often 
characters are included in the sender, which is not ASCII, e.g. ❄ 

 
Note. In fact, a message flagged as spam need not be one. E.g. an automatic absence 
message that is not sent from a user's domain can cause spam. 
 
Information about what is in the internet head can be retrieved in more than one way.  
  
1a / Process e-mail that is available in Outlook Desktop. 
 

Double-click on e-mail to open it in separate window. 
Select the little arrow that is in the lower right corner of the Tags group. 
Select the text that appears in the Web Head. 
Select all (Ctrl + A), copy (Ctrl + C) it, and paste (Ctrl + V) into the on-line analysis tool. 

 
Proceed to section 3 / 
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1b / Process e-mail that is available in eM client. 
If you have not installed Outlook Desktop, there is a free version of eM client to download 
from the MS Store and it works almost like Outlook. 

Click on email, in the middle panel, to be examined. 

Select the small arrow that is at the far right of the right panel.  
Select option View Email Header ... 
Select the text that appears in the new window. 
Select all (Ctrl + A), copy (Ctrl + C) it, and paste (Ctrl + V) into the on-line analysis tool. 

 

Proceed to section 3 / 
 

2a / Process e-mail that is available on webmail. 
 

Open the email 
Select  at the top of the message window and select View message source. 

 

Mark all in the Message source 
Copy (Right click) 
Paste (Ctrl + V) into the on-line analysis tool. 
 
Proceed to section 3 / 

 

2b / Process all e-mail that is available on webmail (second option). 
In order to make all the e-mail that is on the Web available on the computer, a first export of 
the Mailbox is requested and stored on the computer as a .pst file. 
 

Go to webmail: https://outlook.live.com/mail/inbox 
Select Settings (gear) in the upper right. 
Select Show all settings in the lower right. 
In the Search window, type Export. 
Select Export Mailbox and follow the instructions. 
After about 4 days, a link to the requested file will appear. 
Open the link and "Save the file as" in the appropriate place (desktop) with the 
appropriate name. 

 
Proceed to section 2d / 
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2c / Process local e-mail based on .pst file 
 
Open Outlook 
Copy the Inbox to a .pst file at the appropriate place (desktop). 

Choose File> Open o Export> Import o Export> Export to a File> Outlook Data File. 
Select Inbox> Enter file name 

 
2d / Analyze .pst file 
 
This requires some kind of analysis tool. One is Kernel Outlook Pst Viewer which is free and 
can be downloaded and installed from https://www.nucleustechnologies.com/pst-
viewer.html 
 
Run the analysis program by pressing the Icon that appeared during installation 

Search the desired .pst file via Browse. 
Select Next 
Select Finish 
Select the Inbox 
Press Search 
Select the Inbox 
Check in the appropriate date (before tomorrow) 
Press Search Now 
Double-click the file you want to examine 
Select the Text Content 
Select all (Ctrl + A), copy (Ctrl + C) it, and paste (Ctrl + V) into the on-line analysis tool. 

 
3 / Analyze content online 
Use the following tool where you paste the text to make the information readable: 
 
https://mha.azurewebsites.net/ 
 
To facilitate the analysis work, copy the results from the on-line tool in Excel where you can 
search the material. 
 

Select the contents of all columns and rows in the Other headers section 
Copy (Ctrl + C) 
Paste (Ctrl + V) 
Format cells without line breaks 
Expand column widths 
Format cells with line breaks 

 
If you prefer to analyze by pasting into a Word document instead, it works fine. It may be 
preferable if you analyze data from webmail. 

 
Perform the analysis according to your own model 
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Examples of some interesting elements 
X Sender IP: Sender IP 
From: The sender's email address 
To: The recipient's email address 
X-Microsoft-Antispam: (the link will take you to the explanation of the code) 
X the Microsoft Anti-Spam Message Info: 
X-MS-Exchange-Organization-SCL: 
Interesting keywords are SCL, SPF, DKIM, DMARC, ARC 

 

SCL: (Spam Confidence Level) 
 
Find explanation here https://docs.microsoft.com/sv-se/microsoft-365/security/office-365-
security/spam-confidence-levels 
 
 
 
SPF: (Sender Policy Framework) 
 
An SPF record is a framework. It is used to indicate for email exchanges which hosts are 
authorized to send email for a domain. It is defined in RFC 4408 and clarified by RFC 7208. 
 
The Sender Policy Framework, or Sender Permitted From, which was the original name, is a 
method of preventing emails from being sent with fake domain names in the sender's address. By 
counterfeit is meant here that the domain does exist but that the sender uses a different address 
than his own as the sender's address. 
 
 
 
DKIM is a process to validate sending domain names associated to email messages through 
cryptographic authentication. It achieves this by inserting a digital signature into the message 
header which is later verified by the receiving host to validate the authenticity of the sending 
domain 
 
 
DMARC, which stands for Domain-based Message Authentication, Reporting, and Conformance, 
is a DNS TXT Record that can be published for a domain to control what happens if a message 
fails authentication (i.e. the recipient server can't verify that the message's sender is who they say 
they are). 
 
ARC: http://arc-spec.org/ 

 
THE LINKS IN THIS AREA WILL LET YOU LEAVE MICROSOFT'S SITE. THE LINKED SITES 
ARE NOT UNDER THE CONTROL OF MICROSOFT AND MICROSOFT IS NOT 
RESPONSIBLE FOR THE CONTENTS OF ANY LINKED SITE OR ANY LINK CONTAINED IN A 
LINKED SITE, OR ANY CHANGES OR UPDATES TO SUCH SITES. MICROSOFT IS NOT 
RESPONSIBLE FOR WEBCASTING OR ANY OTHER FORM OF TRANSMISSION RECEIVED 
FROM ANY LINKED SITE. MICROSOFT IS PROVIDING THESE LINKS TO YOU ONLY AS A 
CONVENIENCE, AND THE INCLUSION OF ANY LINK DOES NOT IMPLY ENDORSEMENT BY 
MICROSOFT OF THE SITE. 


