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Background. 

It's a fact that spammers have found ways to generate random senders that are 
difficult or even impossible to block. One trick that is used is to "encode" the 
sender information so that it is visible but contains special characters e.g. ❄ 
(snowflake) which prevents existing programs from accessing the information in 
the usual way. The coding is based on the UTF-8-character set in combination 
with base64 transformation. See definitions below. 

Therefore, the user must find methods to protect himself from spam while 
waiting for Microsoft to catch up. One way might be to take advantage of using 
rules, provided the email ends up in the inbox. 

If one can accept that anything that’s not coming from trusted senders go into 
Junkmail folder, one could of course try to change the filter “Only trust emails 
from addresses …”. Otherwise go on reading. 

 

The objective here is to be able to handle all junk e-mail by rules.  

That means in the first place that they must go into Inbox and not into Junk 
folder.  

To make sure of that the full address or the full domain name must be listed 
as a Safe sender.  

Also the address mustn’t be in Blocking list. 

 

Let’s then look at the formality about an email address, that must be on the form 
“Name_A <Name_B@Dom1.Dom2>”.  

For such an address to be listed all characters within <…> must be ASCII. 
If not correctly structured there will be no registration in the list.  

If Name_B, Dom1 or Dom2 varies from time to time, there will be many 
rules to cover the whole situation. 

 

 



In the absence of available official documentation, the following logic can 
probably be assumed about handling an incoming email. 

Is the address correctly structured (ASCII only)? 
NO  To Junk 
YES 

Is the sender address / domain in the Trusted list? 
YES  To Inbox * 
NO 

Must, according to settings, senders be in the Trusted list? 
YES  To junk 
NO 

Is the sender blocked? 
YES  To junk 
NO 

Is it a probable Spam (according to filters)? 
NO To Inbox * 
YES 

Should suspected spam be removed completely? 
NO  To junk 
YES  Discard (no folder) 

 
* For email in Inbox, rules can be used 
 

This is an example with non-ASCII characters from the screen. 

 

 

The same info in the view from Message internet head 

 

 

Some definitions 

UTF-8 is a long-range character encoding used to represent text encoded in 
Unicode, as a sequence of bytes. Unicode uses up to 21 bits per character, which 
cannot fit in a byte. For example, in text files, one of the UTF-8 or UTF-16 
methods is usually used to get a series of bytes 

 



Base64 is a method used to encode binary data into writable 7-bit ASCII 
characters, for distribution via, for example, E-mail. The coding is based on a 
number system with 64 as the base. Base64 is used, among other things, when 
you have e-mail attachments according to the MIME system. 

 
An Email consists of three vital components: the envelope, the header(s), 
and the body of the message. The envelope is something that an email user will 
never see since it is part of the internal process by which an email is routed. The 
body is the part that we always see as it is the actual content of the message 
contained in the email. The header(s), the third component of an email, is 
perhaps a little more difficult to explain, though it is arguably the most 
interesting part of an email. 
 
In an e-mail, the body (content text) is always preceded by header lines that 
identify routing information of the message, including the sender, recipient, date 
and subject. Some headers are mandatory, such as the FROM, TO and DATE 
headers. Others are optional, but very commonly used, such as SUBJECT and 
CC. 
 
Message internet head is what you find if you View Source. 
 
Message header is a header that is available for rule conditions. It includes 
fields like From, To, Subject and Date among other things, which also can be 
used in a rules condition. 
 

One way to solve the problem for time being. 

Here follows a short instruction, and two examples, of how to set up rules in 
outlook.com (webmail) to eliminate Junk mail in the Inbox 

Go to: https://outlook.live.com/mail 

Choose: Settings (Cogwheel up to the right) > View all Outlook settings 
(down to the right) > Mail > Rules 

Add a rule 

Give the rule a name. 

Add one or more conditions 

Add one or more actions 

Save the rule 



In these examples we use a value in the message header for the condition which 
makes it possible to even use symbols like this ❄ 

Use an Action depending on what you want to achieve 

Mark as Junk – Moves email into Junk folder 

Delete – Deletes email 

Move to – Moves email to a specific folder, if you want to separate them 
from other spam and/or check them before taking further action. 

 

Example 1 (using domain names) 

 

 

 

Example 2 (using symbol) 

 


